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Abstract of the contribution: Propose to use the Application Identifier in the PCC/ADC Rule and defines a procedure to retrieve PFDs at the time the UE accesses the sponsored service using start and stop of a service event triggers in the PCEF/TDF.
Introduction

This contribution proposes to remove the Editor´s note on how the Sponsoring Context Id is used. It proposes some enhancements to solution #6 to both address the requirements to reduce the memory in the PCEF/TDF while the processing time per packet in the PCEF/TDF is not impacted and also clarifies the PCEF and TDF behavior when there are no application data flows that are associated to an Application Identifier for an active PCC/ADC Rule.

Issue 1: How the identify the applications that are sponsored and where their flows are stored

The existing solution description includes an “Editor's Note: It is FFS Whether the Sponsoring Context Id is provided in a PCC/ADC rule instead of or within an application ID” and other Editor´s notes related to the Sponsoring Context Id. 
The Sponsoring Context Id is defined as a pointer to a list of at least, URLs that are sponsored or Server Name Indicator (SNI). This information is used to identify the service at the PCEF/TDF and then the PCC/ADC Rules are configured with charging information that indicates that the service is sponsored.
The PCC/ADC Rule, specified in TS 23.203, includes information for service data flow or application detection, the application identifier. The application identifier refers to a specific application detection filter that is a logic to detect packets generated by the application, the definitions are included here as well to help the reader:
application identifier: An identifier referring to a specific application detection filter.

application detection filter: A logic used to detect packets generated by an application based on extended inspection of these packets, e.g. header and/or payload information, as well as dynamics of packet flows. The logic is entirely internal to a TDF or a PCEF enhanced with ADC, and is out of scope of this specification.
The Sponsored Context Id are can be implemented using the Application Identifier and then the list of URLs or SNIs etc.  become part of the application detection filters in the PCEF/TDF.

The proposal is to use the Application Identifier in the solution, as this concept is already defined in TS 23.203 and therefore have no impacts on the PCC/ADC Rule definition. Note that the existing solution explains that the Sponsored Context Id may be defined within the Application Identifier, the Sponsored Context Id is implemented using  the Application Identifier  in the PCEF/TDF in order to minimize impacts on Gx/Sd.

Issue 2: Retrieval of application data flows at the time the UE accesses the service

The existing solution#6 describes that the application detection in the PCEF/TDF can be triggered by the Sponsor via Rx and then Gx/Sd, so that the PCC/ADC Rules are only active or installed at the PCEF/TDF when the UE accesses the service and can be just removed when the Rx session is terminated. This is one way to reduce memory in the PCEF/TDF. 

There are cases where the PCEF may perform application detection and retrieve the application data flows at the time the UE accesses the service as follows, two possible options are shown, based on configuration, i.e. both options works with existing specifications:
Option a) the PCRF installs PCC/ADC Rules to detect the start of a service, e.g. PCC_Rule_Taobao_start,  this means that only some of the PFDs are stored in the PCEF/TDF, i.e. those PFDs needed to identify the start of the service, and then the PCRF subscribes to event trigger start and stop of application detection to the PCEF/TDF. When the PCEF detects and reports start of application detection, the PCRF installs or activate a PCC/ADC Rule including an AI to detect the remaining PFDs of the same service, e.g. PCC_Rule_Taobao_full.
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Option a) to fetch PDFs at traffic detection

Option b) The PCRF activates a PCC/ADC Rule for detection the application protocol, e.g. traffic on specific port number is received from a certain applications (e.g. ports for Taoabo, E-commerce) and then PCEF reports specific application detected to the PCRF, the PCRF installs or activate a PCC/ADC Rule including an AI to detect the PFDs, e.g. PCC_Rule_Taobao.
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Option b) to fetch PDFs at traffic detection

The proposal is to enhance the procedures with the possibility to fetch PDFs at traffic detection as described above.
Issue 3: PCEF/TDF behavior when the PFDs are removed
The existing solution #6 defines that caching is used at the PCEF/TDF to fetch the list of PFDs once per sponsored service and then a caching time may control how long the list of sponsored flows for a service is valid. How the PCEF reacts is not defined yet.
The proposal is that as the caching time for a list of PFDs expires, and there still are IPCAN-sessions having any PCC-rule referring that list active, the PCEF issues a new requests for the list of PFDs to the Sponsoring Context data-base. The list of PFDs retrieved then replaces the existing PFDs. If no such IPCAN-sessions exists the list of PFDs are removed.

At the time the sponsor and the MNO do not have a business relation any longer, the MNO removes the PCC/ADC Rules in the PCRF, then the PCRF removes the PCC/ADC Rules from the PCEF/TDF and the MNO removes the PFDs in the Sponsor Context Database.
 *** Start of changes ***

6.6     Solution #6: Usage of a sponsoring context Identifier - Key Issue 2
6.6.1
Solution Description

Editor's Note:
Describe the solutions. Sub-clause(s) may be added to capture details, procedural flow etc. 
6.6.1.1
Background for the solution
One of the usages of sponsored data connectivity is the possibility for a Third party to sponsor advertisement. This kind of sponsoring would apply to a collection of users (possibly to all users). But sponsoring may also apply to a sub(set of users.
The solution has thus following facets:

· Allowing a Third  party to define the sponsored data flows not only by specifying 5 T-uples (as defined in current 3GPP TS 23.203) but by giving higher layer information such as a list of sponsored URL

· Avoiding overloading the Rx and Gx interfaces by repeating the same list of sponsored URL over a Rx and a Gx Diameter session set-up for each user (as defined in current 3GPP TS 23.203, the list of sponsored data flows is explicitly provided over a Rx and a Gx Diameter session set-up for each user)

· Provides flexibility for the Third part capability to change the list of sponsored flows

· Allows the operator to control the feature with minimum impacts in the existing PCC functionality (as defined in current 3GPP TS 23.203). 
· Reduces the capacity requirements in the PCEF/TDF by allowing the operator to retrieve the PFDs at the time PCC/ADC Rules are installed or at the time the user accesses the service.

The solution addresses Key issue 1 and Key issue 2 with a focus on Key issue 2.

6.6.1.2
Overview of the solution

The PCC/ADC rule sent by the PCRF to the PCEF / TDF does not contain the list of flows to be sponsored but an Application Identifier that refers to an application detection filter in the PCEF/TDF. If the PCEF supports fetching of PFDs from an external repository, then the application detection filter may include a URL to fetch the PFDs from the Sponsored Context repository.



When the PCEF or TDF receives a PCC/ADC rule including  an Application Identifier the retrieval of PFDs is supported by the PCEF and no PFDs are stored.   it fetches the PFDs  i.e. the list of flows (HTTP GET on the URL stored for the Application Identifier). As HTTP is used, caching techniques ensure that the PCEF/TDF does not need to fetch the list of flows that are sponsored for each user (Gx/Sd) session associated with an already known PFDs . The caching time may control how long the PFDs is valid.
The  PFDs may correspond to a list of

· URL that are sponsored

· Server name indication (SNI) as specified in IETF RFC 6066 

· SNI is an extension to the TLS protocol by which a client indicates which hostname it is attempting to connect to at the start of the TLS handshaking process. This allows a server to present multiple certificates on the same IP address and TCP port number and hence allows multiple secure (HTTPS) websites (or any other Service over TLS) to be served off the same IP address without requiring all those sites to use the same certificate

· ….

The Spo Application Identifier may be dynamically passed from the Third  party to the operator via Rx using the AF Application Identifier (in this case the Third  party selects which UE will benefit from the sponsoring context) or statically configured in the PCRF (policy rules). 

Based on policy rules (and/or on information received on Rx) the PCRF decides whether to put an Application Identifier  in the Gx(/Sd) commands sent to a PCEF(/TDF) about an UE and decides on the value of this Application Identifier. Existing Gx procedures defined for the PCRF to control Sponsoring in the PCEF are re-used as follows: 

The provisioning of sponsored data connectivity per PCC rule is performed using the PCC rule provisioning procedure e.g. the sponsor identity is set using the Sponsor-Identity AVP within the Charging-Rule-Definition AVP of the PCC rule, etc….. No  modifications  in a PCC/ADC rule. This allows associating flows identified by the Application Identifier with existing PCC information such as Rating Groups (charging), QoS , Usage monitoring, etc….

The same principles apply to Sd and ADC rules.

.  .
The Content server (Sponsoring context Repository) that stores the Sponsoring Context (e.g. list of sponsored URL) belongs to the operator so is under control of the operator but the Third  party may modify the list of sponsored flows as often as it desires based on its own business needs.
6.6.1.3
Signalling flows

The figure below depicts the case of the retrieval of the PFDs at IP-CAN session establishment or triggered by Rx interaction  in the case of a PGW. The text  below the figure applies for both PCEF and TDF cases.
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The dotted lines correspond to optional interactions

The figure refers to 23.203 in 23.203 Figure 7.2-1: “IP‑CAN Session Establishment”. Text in dark red corresponds to additions due to the solution

Off line operations (operations not related with an user activity)

0. The Third party and the operator (MNO) negotiate a sponsoring agreement that is identified by one or multiple services that are sponsored. Each of the sponsored services may be identified by both the sponsor and the MNO using an Application Identifier. The Application Identifier refers to the list of flows that identify the sponsored service in the MNO.  which is a unique identifier (e.g. URL) that refers to the actual list of Flows that the Third party is ready to sponsor.
The list of flows may be located in the Sponsoring Context Repository that is hosted by the (OAM of the) operator. This allows the operator to control the list of flows that a Third  party may sponsor.

1. The operator 

a. Stores the Application Identifier and the list of PFDs in the Sponsoring context Repository,
b. May modify PCRF policies accordingly, e.g. may create policy rules that associate an APN, an user category, a subscription type, etc… with an Application Identifier..

NOTE: 
The way to update PCRF policies upon creation or deletion of an Application Identifier is out of the scope of 3GPP and is not further described. 

2. The Third  party updates the list of flows it is ready to sponsor by e.g. adding / modifying / removing entries (URL, , ..) associated with an Application Identifier in the Sponsoring context Repository. These operations are controlled by the operator OAM.

NOTE: 
The way this update is carried out is not further defined in the solution but this update shall be done in a secure way and controlled by the operator. This aspect is to be covered by solutions to Key Issue 1.The SCEF could e.g. be used for that purpose. 

“on-line” operations (operations related with an user activity): actions at an IP‑CAN Session Establishment
3. An UE sets up a PDN connection as described in 23.203 Figure 7.2-1: “IP‑CAN Session Establishment”. 

The PCEF/TDF request policies from the PCRF. 

This is done via an indication of IP-CAN session establishment . Steps 2 to 5 of TS 23.203 Figure 7.2-1 take place without modification

4. (as part of step 7 of 23.203 Figure 7.2-1 in case of PCEF) Based on operator policies the PCRF decides which services are sponsored  For example for this decision, the PCRF may use: 

· The APN of the target IPCAN session (in that case all UEs that access the same APN are associated with the same Application Identifier(s) e.g. corresponding to ads).

· An user category received from the SPR (Subscriber Policy repository) as defined in 3GPP TS 23.203

· Or any combination of these parameters

· Or any other parameter.
5. The PCRF provides the PCEF/TDF with PCC/ADC rules including the Application Identifier. In this case, since the service is sponsored. The charging information in the PCC/ADC Rule includes the Charging Key to charge the sponsor and optionally the Sponsor-Id and the ASP-id. Other information, such as Usage Monitoring, or QoS or traffic steering may also be included in the PCC/ADC Rule. 

In case of a PCEF as part of the PCRF acknowledgement of the IP-CAN session establishment (step 14 of 23.203 Figure 7.2-1) the PCRF may send PCC rules as defined in 23.203.   

In case of a TDF as part of the TDF Session establishment request (step 8 of 23.203 Figure 7.2-1) the PCRF may send ADC rules as defined in 23.203. 
6. When the PCEF or TDF receives a PCC/ADC rule referring to an Application Identifier with no PFDs stored and the PCEF supports retrieval of PFDs , it fetches from the Sponsoring context Repository the PFDs i.e. the list of flows that are sponsored (HTTP GET on the URL in the Application Identifier). As HTTP is used, caching techniques ensure that the PCEF/TDF does not need to fetch the list of flows that are sponsored for each user (Gx/Sd) session associated with an already known/resolved   Application Identifier. The caching time may control how long the list of sponsored flows is valid.

7. The PCEF/TDF starts applying the PCC/ADC rule (charging, QoS control, usage monitoring, etc…) to the flows identified by  the PFDs  (whose identifiers have been received from the Sponsoring Context Repository).

8. The IP‑CAN Session Establishment is further processed as in steps 15 to 19 of 23.203 Figure 7.2-1:

“on-line” operations (operations related with an user activity): actions at an Rx request from the Third party application
9. The Third party application may decide to apply Sponsoring only for some users. In that case it may provide the Application Identifier Id to the PCRF over an Rx session (invoking step1a of 23.203 Figure 7.5: IP‑CAN Session Modification; PCRF initiated). Steps 2 to 11 of TS 23.203 Figure 7.5 may take place

10. The PCRF provides the PCEF/TDF with updated PCC/ADC rules

The PCRF may send to the PCEF the Policy and Charging Rules Provision as in Step12 of TS 23.203 Figure 7.5.  As part of this step the PCRF may provide Application Identifier as part of the PCC rule information sent over Gx. 

The PCRF may send to the TDF updated ADC rules as part of a Sd session modification (as in step 5 of TS 23.203 Figure 7.5 ). As part of this step the PCRF may provide Application Identifier as part of the ADC rule information sent over Sd.
11. The PCEF/TDF action is similar to that described at step 6.
12. The PCEF/TDF action is similar to that described at step 7.

This mechanism avoids the PCC chain (Rx, Gx/Sd) to have to pass long lists of URL that a Third  party provider is ready to sponsor.

NOTE: 
The Application Id passed over Gx/Sd does not need to correspond to the full URL that the PCEF/TDF uses in step 6 / 11 to fetch the PFDs . The Application Identifier may 
· either  include a HTTP URL pointing to the PFDs 
· or include information to be used to build a HTTP URL pointing to the PFDs . For example, the Application Identifier  is “OTT-x/sponsor-Ad” and the PCEF/TDF adds a fixed URL part like “https://www.operator.com/sponsor-context/” to build the final target https://www.operator.com/sponsor-context/OTT-x/sponsor-Ad
The figure below depicts the case of the retrieval of the PFDs triggered by detection of a service that may require additional PFDs in the case of a PGW. The text below the figure applies for both PCEF and TDF cases.
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“on-line” operations (operations related with an user activity): actions at the PCEF to request PDFs at the time the UE accesses the Third party application.
1. The PCEF detects start of application traffic using the PCC Rules activated for the application detection (i.e. with application identifier).  Since, the PCRF subscribed to this event, the application detection is reported to PCRF.

2. The PCEF reports to the PCRF the Start of application event trigger and the application identifier for the detected application (e.g. Taobao_start). 

3. The PCRF finds the PCC Rules (e.g. Taobao_full) that are bound to the application identifier (e.g. Taobao_start) reported by the PCEF. 
4. The PCRF provisions the PCC Rules bound to the application identifier  together with the subscription to start and stop of application detection for each PCC Rule. If the PFDs are available, step 7 applies. 

5. If the PFDs are not available, the PCEF sends the Application Id for which PFDs is requested to the Sponsoring context DB.

6. The PFDs associated to the Application Identifier is sent to the PCEF. 

7. The PCEF enforces the actions included in the activated PCC Rule (i.e. request a quota for the CK if not available, accumulate usage for the MK, enforce the QoS if needed, etc.) 

“on-line” operations (operations related with an user activity): actions at the PCEF to remove PCC Rules and associated PDFs at the time the UE stops accessing the Third party application. 
8.  The PCEF detects stop of application traffic using the PCC Rules activated for the application detection (i.e. with application identifier).  Since, the PCRF subscribed to this event, the stop of application detection is reported to PCRF.

9. The PCEF reports to the PCRF the Stop of application event trigger and the application identifier for the detected application. 

10. The PCRF removes the PCC Rules (e.g. Alibaba) that are bound to the application identifier reported by the PCEF.
11. The PCRF replies to the PCEF with the PCC Rules to be removed.

12. The PCEF removes the PFDs related to the application identifier in the removed PCC Rule, if not used for other UEs. Otherwise, the PFDs are kept.
6.6.2
Impacts on existing nodes and functionality

Editor's Note:
Capture impacts on existing 3GPP nodes and Functional elements (e.g. UE, MME, eNB, S-GW, P-GW etc.).
The PCEF/TDF should support a new interface to fetch sponsoring context, store the PFDs in the PCEF/TDF with a validation time associated with it, when the time expires the PCEF/TDF refresh the PFDs, if there still are any active IPCAN-sessions with PCC/TDF rules referring to it, refreshes the PFDs. Otherwise the PCEF/TDF removes the sponsoring context.
6.6.3
Solution evaluation

Editor's Note:
Use this section for evaluation at solution level. Evaluation at key issue level is done in a separate clause.
The following is used as criteria for evaluation: 

1) The compliance to the objectives in the SID, both the memory savings and shorten deployment time.
2) The compliance with the architectural requirements and
3) The impacts on existing functionality in PCC as described in 23.203.
The solution stores only the most frequent used PFDs and its associated PCC/ADC Rules in the PCEF/TDF so it saves memory require to store PCC/ADC Rules and its associated PFDs. When the user accesses a sponsored service that is not frequently used, two options are defined to provision PCC/ADC Rules and retrieve its associated PFDs from an external repository, option a) the Sponsor service informs the MNO that the user accesses a service over Rx (or via user plane signalling) and b) the PCEF/TDF detects the start of a service.
The solution allows provisioning of PFDs in the PCEF/TDF so that it reduces the time it takes to update a deployed service.

The solution allows activation/installation of PCC/ADC Rules to identify sponsored service applicable for all UEs or for a limited set of UEs.

The solution describes the relation with PCC and the new required functionality, impacts are minor.
*** End of changes ***
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